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Global English News 

Cybersecurity: The War You Can't See 

Every day, billions of people log in to bank accounts, send private messages, and store sensitive files 
online — often without thinking about the risks. But in the digital shadows, criminals and hostile 
governments are constantly probing for weaknesses. When a breach occurs, the consequences can 
range from stolen passwords to the collapse of critical systems. Hackers exploit known weaknesses in 
software, devices, and human behavior to gain unauthorized access. At the heart of every attack is a 
vulnerability — a flaw that someone, somewhere, is actively searching for. Much of this activity is 
malicious, driven not by curiosity but by financial gain or political ambition. Skilled attackers can infiltrate 
a network and remain hidden for months, quietly collecting data. Often, the simplest entry point is a stolen 
credential — a username and password bought on the dark web for just a few dollars. Identifying the 
perpetrator is rarely straightforward, since attackers routinely disguise their origin. 

 

In recent years, ransomware has emerged as one of the most destructive forms of cybercrime. Attackers 
encrypt a victim's data — making it completely unreadable — and then demand payment in exchange 
for restoring access. Hospitals, schools, and city governments have all been targeted, sometimes with 
devastating results. Criminals also extort victims by threatening to publish stolen data publicly unless a 
ransom is paid, adding a second layer of pressure. The impact on infrastructure — the systems that 
keep essential services running — can be severe. A single successful attack can cripple an organization 
for days or even weeks, with costs running into millions. The legal liability is also growing: companies 
that fail to protect customer data now face significant fines and lawsuits. What makes modern 
ransomware particularly dangerous is how sophisticated it has become — today's attacks are often 
carried out by well-funded criminal organizations with customer service teams and professional 
negotiators. 

 

One of the most common techniques used by cybercriminals is phishing — a method that relies not on 
technical skill, but on psychology. The attacker impersonates a trusted organization, such as a bank, a 
government agency, or even a colleague, to trick the target into revealing information. Victims are often 
unsuspecting — they receive what appears to be a routine email and respond without hesitation. 
Criminals carefully lure users by mimicking real websites and copying the logos, language, and 
formatting of legitimate communications. A malicious attachment — a file or link embedded in an email 
— can install harmful software the moment it is opened. Once a user's account is compromised, the 
attacker can move freely through the network, escalating privileges and accessing additional systems. 
This type of social engineering works because it exploits trust rather than technology, making deception 
one of the most powerful tools in a cybercriminal's arsenal. 

 

Cybercrime is no longer just the domain of individuals and criminal gangs. Increasingly, attacks are state-
sponsored — carried out or supported by national governments seeking to gain strategic advantages. 
Military planners now treat cyber operations as a core element of modern conflict, alongside traditional 
forces. The goal of much of this activity is espionage: stealing classified documents, defense secrets, 
and intellectual property. However, attributing an attack to a specific government is notoriously difficult, 
since skilled actors go to great lengths to mask their identity. This ambiguity complicates deterrence — 
the strategy of discouraging attacks by threatening consequences. When a nation cannot definitively 
identify who attacked it, deciding whether to retaliate becomes politically and legally complicated. Attacks 
frequently cross jurisdiction lines, occurring in one country while affecting another, which makes 
international cooperation essential but difficult to achieve. Some of the most consequential covert cyber 
operations in history have never been formally acknowledged by the governments that carried them out. 
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Defending against cyberattacks requires layers of protection, not a single solution. A firewall monitors 
incoming and outgoing network traffic and blocks connections that appear suspicious. Organizations 
must regularly patch their software — applying updates that fix known security flaws before attackers 
can exploit them. Multi-factor authentication adds a second layer of verification, meaning that a stolen 
password alone is not enough to access an account. Clear security protocols — established procedures 
that employees follow — reduce the risk of human error, which remains the leading cause of successful 
attacks. Building resilience means not only preventing attacks but also planning how to recover quickly 
when they do occur. Security teams are encouraged to be proactive, hunting for threats before they 
cause damage rather than waiting to respond after the fact. Together, these measures help to mitigate 
risk, reducing the likelihood and impact of a successful attack, even if they cannot eliminate it entirely. 

 

Despite growing demand, the cybersecurity industry faces a significant talent shortage. Millions of 
positions remain unfilled globally, and the gap between available jobs and qualified professionals 
continues to widen. Building a skilled workforce takes time: training, certification, and experience are all 
required before someone can operate effectively in a high-stakes security role. For those who do enter 
the field, it is highly lucrative — salaries for experienced professionals are among the highest in the 
technology sector. Universities, private companies, and governments are investing in programs to certify 
more practitioners, and many employers now offer apprenticeship programs that allow people to earn 
while they learn. Corporate recruitment increasingly targets people from non-traditional backgrounds, 
recognizing that diverse teams bring different problem-solving approaches. Filling the pipeline with new 
talent is considered one of the most urgent priorities in the industry, since even the best technology is 
only as effective as the people who manage and monitor it. 

 

Governments around the world are responding to the cybersecurity crisis with new legislation. In the 
United States, a series of executive orders and congressional bills now mandate minimum security 
standards for companies operating in critical sectors. Organizations are increasingly required to disclose 
breaches quickly — sometimes within 72 hours — so that affected users and regulators can respond. 
Failure to comply carries significant penalty: fines, reputational damage, and in some cases criminal 
charges for executives. This shift toward accountability reflects a broader recognition that cybersecurity 
is not just a technical problem — it is a public safety issue. Compliance with security standards is no 
longer optional for large organizations; it is a legal and commercial requirement. However, critics argue 
that regulation alone is insufficient without a coherent international framework — a shared set of rules 
that crosses borders and binds nations to common standards of behavior in cyberspace. Without such 
an agreement, the digital battlefield will remain largely ungoverned. 

 

Beyond the Headlines 

Most people think of cyberattacks as modern events, but the first major act of digital sabotage targeted 
physical machinery — and it happened over a decade before social media existed. The Stuxnet worm, 
discovered in 2010, is widely regarded as the predecessor to today's most sophisticated state-
sponsored attacks. It was designed to silently damage uranium enrichment centrifuges in Iran by sending 
them incorrect instructions. The genius of Stuxnet was its ability to cascade — spreading through 
networks while selectively activating only on specific industrial equipment, leaving everything else 
untouched. It remained undetected for nearly three years, causing significant physical damage without 
a single missile being fired. Like a virus in the human body, it lay dormant until it reached its precise 
target. Stuxnet revealed that attacks on the grid — power stations, water systems, and factories — were 
not only possible but had already begun. Since its discovery, thousands of similar tools have proliferated 
across the world's intelligence services, changing the nature of conflict forever. 
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Vocabulary 

Paragraph 1 

breach (n.) (n.) An unauthorized entry into a system or database, resulting in stolen or 
exposed data.  “The company discovered the breach only after millions of 
customer records had already been stolen.” 

exploit (v.) (v.) To take advantage of a weakness or flaw in a system or situation for 
personal gain.  “Hackers exploit known weaknesses in software, devices, and 
human behavior to gain unauthorized access.” 

vulnerability (n.) (n.) A weakness or flaw in a system, piece of software, or process that can be 
taken advantage of by an attacker.  “At the heart of every attack is a 
vulnerability — a flaw that someone, somewhere, is actively searching for.” 

malicious (adj.) (adj.) Intended to cause harm or damage, often deliberately and with bad 
intent.  “Much of this activity is malicious, driven not by curiosity but by 
financial gain or political ambition.” 

infiltrate (v.) (v.) To enter or gain access to an organization or system secretly, especially 
for harmful purposes.  “Skilled attackers can infiltrate a network and remain 
hidden for months, quietly collecting data.” 

credential (n.) (n.) A username and password, or other login information, used to verify a 
person's identity and grant access to a system.  “Often, the simplest entry 
point is a stolen credential — a username and password bought on the dark 
web for just a few dollars.” 

perpetrator (n.) (n.) A person who carries out a harmful, illegal, or criminal act.  “Identifying the 
perpetrator is rarely straightforward, since attackers routinely disguise their 
origin.” 

 

Paragraph 2 

ransomware (n.) (n.) Malicious software that locks or encrypts a victim's data and demands 
payment for its release.  “In recent years, ransomware has emerged as one 
of the most destructive forms of cybercrime.” 

encrypt (v.) (v.) To convert data into a coded form so that only authorized parties with the 
correct key can read it.  “Attackers encrypt a victim's data — making it 
completely unreadable — and then demand payment in exchange for 
restoring access.” 

extort (v.) (v.) To obtain something, especially money, by using threats or other forms of 
coercion.  “Criminals also extort victims by threatening to publish stolen data 
publicly unless a ransom is paid.” 

infrastructure (n.) (n.) The fundamental systems and services — such as power, water, 
transport, and communications — that a society needs to function.  “The 
impact on infrastructure — the systems that keep essential services running 
— can be severe.” 

cripple (v.) (v.) To cause severe damage to something, making it unable to function 
properly or at all.  “A single successful attack can cripple an organization for 
days or even weeks, with costs running into millions.” 
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liability (n.) (n.) Legal responsibility for something, especially for losses, damages, or 
harm caused to others.  “The legal liability is also growing: companies that 
fail to protect customer data now face significant fines and lawsuits.” 

sophisticated (adj.) (adj.) Highly developed, complex, and showing a high level of skill or 
knowledge.  “What makes modern ransomware particularly dangerous is how 
sophisticated it has become — today's attacks are often carried out by well-
funded criminal organizations.” 

 

Paragraph 3 

phishing (n.) (n.) A cyberattack method in which criminals pretend to be trusted contacts or 
organizations to trick people into revealing sensitive information.  “One of the 
most common techniques used by cybercriminals is phishing — a method 
that relies not on technical skill, but on psychology.” 

impersonates (v.) (v.) To pretend to be someone else, especially in order to deceive or gain 
access to something.  “The attacker impersonates a trusted organization, 
such as a bank, a government agency, or even a colleague, to trick the target 
into revealing information.” 

unsuspecting (adj.) (adj.) Not aware of any danger or deception; not expecting anything harmful.  
“Victims are often unsuspecting — they receive what appears to be a routine 
email and respond without hesitation.” 

lure (v.) (v.) To attract or tempt someone into doing something or going somewhere, 
usually with the intention of deceiving them.  “Criminals carefully lure users 
by mimicking real websites and copying the logos, language, and formatting 
of legitimate communications.” 

attachment (n.) (n.) A file or document that is included with an email message.  “A malicious 
attachment — a file or link embedded in an email — can install harmful 
software the moment it is opened.” 

compromised (v.) (v.) Exposed a system, account, or piece of data to unauthorized access or 
harm; put something at risk.  “Once a user's account is compromised, the 
attacker can move freely through the network, escalating privileges and 
accessing additional systems.” 

deception (n.) (n.) The act of making someone believe something that is not true, often 
through lies or tricks.  “This type of social engineering works because it 
exploits trust rather than technology, making deception one of the most 
powerful tools in a cybercriminal's arsenal.” 

 

Paragraph 4 

state-sponsored 
(adj.) 

(adj.) Funded, directed, or supported by a national government, often in 
reference to illegal or covert activities.  “Increasingly, attacks are state-
sponsored — carried out or supported by national governments seeking to 
gain strategic advantages.” 

espionage (n.) (n.) The practice of spying or using spies to gather secret information, 
especially for a government or military purpose.  “The goal of much of this 
activity is espionage: stealing classified documents, defense secrets, and 
intellectual property.” 
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attributing (v.) (v.) Identifying the source or cause of something; in cybersecurity, determining 
which individual or group is responsible for an attack.  “Attributing an attack 
to a specific government is notoriously difficult, since skilled actors go to great 
lengths to mask their identity.” 

deterrence (n.) (n.) The strategy of discouraging an action or behavior — especially an attack 
— by making clear that there will be serious consequences.  “This ambiguity 
complicates deterrence — the strategy of discouraging attacks by threatening 
consequences.” 

retaliate (v.) (v.) To take action against someone in response to something harmful they 
have done; to strike back.  “When a nation cannot definitively identify who 
attacked it, deciding whether to retaliate becomes politically and legally 
complicated.” 

jurisdiction (n.) (n.) The official authority or power to make legal decisions and judgments 
within a particular territory or area.  “Attacks frequently cross jurisdiction 
lines, occurring in one country while affecting another, which makes 
international cooperation essential but difficult to achieve.” 

covert (adj.) (adj.) Done in a way that is concealed or hidden; secret, especially in 
reference to government or military operations.  “Some of the most 
consequential covert cyber operations in history have never been formally 
acknowledged by the governments that carried them out.” 

 

Paragraph 5 

firewall (n.) (n.) A security system that monitors and controls network traffic according to 
predetermined rules, blocking unauthorized access.  “A firewall monitors 
incoming and outgoing network traffic and blocks connections that appear 
suspicious.” 

patch (v.) (v.) To apply an update or fix to software in order to correct a bug or close a 
security vulnerability.  “Organizations must regularly patch their software — 
applying updates that fix known security flaws before attackers can exploit 
them.” 

authentication (n.) (n.) The process of verifying the identity of a user or system, typically through 
passwords, codes, or biometric data.  “Multi-factor authentication adds a 
second layer of verification, meaning that a stolen password alone is not 
enough to access an account.” 

protocol (n.) (n.) An established set of rules or procedures for carrying out a task or 
handling a specific situation.  “Clear security protocols — established 
procedures that employees follow — reduce the risk of human error, which 
remains the leading cause of successful attacks.” 

resilience (n.) (n.) The ability to recover quickly from difficulties, disruptions, or attacks; the 
capacity to withstand and bounce back from challenges.  “Building resilience 
means not only preventing attacks but also planning how to recover quickly 
when they do occur.” 

proactive (adj.) (adj.) Taking action to prevent problems before they happen, rather than 
simply reacting after the fact.  “Security teams are encouraged to be 
proactive, hunting for threats before they cause damage rather than waiting 
to respond after the fact.” 
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mitigate (v.) (v.) To reduce the severity, seriousness, or likelihood of something harmful.  
“Together, these measures help to mitigate risk, reducing the likelihood and 
impact of a successful attack, even if they cannot eliminate it entirely.” 

 

Paragraph 6 

shortage (n.) (n.) A situation in which there is not enough of something that is needed; a 
deficit or lack.  “Despite growing demand, the cybersecurity industry faces a 
significant talent shortage.” 

workforce (n.) (n.) The total number of people employed or available for work in a particular 
sector, organization, or economy.  “Building a skilled workforce takes time: 
training, certification, and experience are all required before someone can 
operate effectively in a high-stakes security role.” 

lucrative (adj.) (adj.) Producing a large amount of money or profit; highly financially 
rewarding.  “For those who do enter the field, it is highly lucrative — salaries 
for experienced professionals are among the highest in the technology 
sector.” 

certify (v.) (v.) To officially confirm that someone has met the required standards or 
completed a recognized course of training.  “Universities, private companies, 
and governments are investing in programs to certify more practitioners.” 

apprenticeship (n.) (n.) A period of working for an employer in order to learn a skilled trade or 
profession, often combining practical work with formal study.  “Many 
employers now offer apprenticeship programs that allow people to earn while 
they learn.” 

recruitment (n.) (n.) The process of finding and hiring new employees or members for an 
organization.  “Corporate recruitment increasingly targets people from non-
traditional backgrounds, recognizing that diverse teams bring different 
problem-solving approaches.” 

pipeline (n.) (n.) A system or process by which a supply of people, products, or resources 
is developed and maintained over time.  “Filling the pipeline with new talent 
is considered one of the most urgent priorities in the industry.” 

 

Paragraph 7 

legislation (n.) (n.) Laws or a set of laws passed by a government or legislative body.  
“Governments around the world are responding to the cybersecurity crisis with 
new legislation.” 

mandate (v.) (v.) To officially require or order something to be done, typically through law 
or authority.  “A series of executive orders and congressional bills now 
mandate minimum security standards for companies operating in critical 
sectors.” 

disclose (v.) (v.) To make previously hidden or secret information known to others; to reveal 
or report.  “Organizations are increasingly required to disclose breaches 
quickly — sometimes within 72 hours — so that affected users and regulators 
can respond.” 

penalty (n.) (n.) A punishment or consequence imposed for breaking a rule, law, or 
agreement.  “Failure to comply carries significant penalty: fines, reputational 
damage, and in some cases criminal charges for executives.” 
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accountability (n.) (n.) The obligation to accept responsibility for one's actions and to be 
answerable for outcomes and decisions.  “This shift toward accountability 
reflects a broader recognition that cybersecurity is not just a technical problem 
— it is a public safety issue.” 

Compliance (n.) (n.) The act of obeying laws, rules, regulations, or standards set by an 
authority.  “Compliance with security standards is no longer optional for large 
organizations; it is a legal and commercial requirement.” 

framework (n.) (n.) A basic structure of rules, ideas, or principles used as a foundation for 
organizing or managing something.  “Critics argue that regulation alone is 
insufficient without a coherent international framework — a shared set of 
rules that crosses borders and binds nations to common standards of behavior 
in cyberspace.” 

 

Beyond the Headlines 

sabotage (n.) (n.) Deliberate damage or destruction of machinery, systems, or processes, 
often for political or military purposes.  “Most people think of cyberattacks as 
modern events, but the first major act of digital sabotage targeted physical 
machinery.” 

predecessor (n.) (n.) A person, thing, or event that came before and led to or influenced what 
followed.  “The Stuxnet worm is widely regarded as the predecessor to 
today's most sophisticated state-sponsored attacks.” 

cascade (v.) (v.) To spread or pass through a series of stages or elements in rapid 
succession, like a waterfall.  “The genius of Stuxnet was its ability to cascade 
— spreading through networks while selectively activating only on specific 
industrial equipment.” 

undetected (adj.) (adj.) Not discovered or noticed; able to operate or exist without being found.  
“It remained undetected for nearly three years, causing significant physical 
damage without a single missile being fired.” 

dormant (adj.) (adj.) Temporarily inactive or not functioning, but capable of becoming active 
again under the right conditions.  “Like a virus in the human body, it lay 
dormant until it reached its precise target.” 

grid (n.) (n.) A network of interconnected systems for distributing power, water, or other 
utilities across a region.  “Stuxnet revealed something that security experts 
had long feared: that attacks on the grid — power stations, water systems, 
and manufacturing plants — were not only possible but had already begun.” 

proliferated (v.) (v.) Increased rapidly in number or spread widely across different areas or 
groups.  “Since its discovery, thousands of similar tools have proliferated 
across the world's intelligence services, changing the nature of conflict 
forever.” 
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Language Review 

Exercise A — Collocations 

Match each item in Column A with the word or phrase in Column B that forms a natural collocation 
from the article. Write the correct letter next to each number. 

 

Column A Column B 

1.  security a.  web 

2.  talent b.  breach 

3.  critical c.  infrastructure 

4.  multi-factor d.  sponsored 

5.  state- e.  engineering 

6.  ransomware f.  authentication 

7.  dark g.  attack 

8.  social h.  shortage 

 

Exercise B — Vocabulary Quiz 

Choose the best answer (a, b, c, or d) for each question. Some questions may have more than one 
correct answer — select all that apply. 

 

1.  Which word means "to take advantage of a weakness or flaw"? 

a.  mitigate 

b.  exploit 

c.  disclose 

d.  certify 

 

2.  A company is hit by ransomware and all its files become unreadable. Which vocabulary term best 
describes what the attackers have done to the data? 

a.  infiltrated 

b.  patched 

c.  encrypted 

d.  attributed 

 

3.  Which of the following best defines "phishing"? 

a.  Blocking unauthorized network traffic with a firewall 

b.  Tricking people into revealing information by pretending to be a trusted source 

c.  Applying software updates to fix known security flaws 

d.  Encrypting data to prevent unauthorized access 

 

4.  An employee receives an official-looking email from their "IT department" asking them to click a link 
and reset their password. The email is fake. Which term describes the file or link in the email? 

a.  attachment 
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b.  credential 

c.  jurisdiction 

d.  protocol 

 

5.  Which two words are closest in meaning to "hidden" or "secret"? 

a.  covert and dormant 

b.  covert and undetected 

c.  proactive and resilient 

d.  sophisticated and lucrative 

 

6.  A government passes a law requiring all hospitals to report data breaches within 48 hours. Which 
term best describes what hospitals must now do? 

a.  retaliate 

b.  extort 

c.  disclose 

d.  cascade 

 

7.  Which sentence uses "accountability" correctly? 

a.  The new firewall provided strong accountability against incoming attacks. 

b.  Executives now face greater accountability for failing to protect customer data. 

c.  The hacker used accountability to gain access to the system. 

d.  Accountability software can patch vulnerabilities automatically. 

 

8.  Which of the following best describes a "vulnerability" in cybersecurity? 

a.  A legal requirement to report a security incident 

b.  A software update that closes a security gap 

c.  A flaw in a system that an attacker can exploit 

d.  A strategy for preventing unauthorized network access 

 

Exercise C — Discussion Questions 

Discuss the following questions with a partner or in a small group. Use evidence from the article to 
support your ideas. 

 

1.  The article says human error is the leading cause of successful cyberattacks. Do you think 
organizations should focus more on technology or on training their employees? Why? 

2.  Ransomware attacks have targeted hospitals, schools, and city governments. Should there be 
international laws making such targets off-limits? What challenges would enforcing such laws involve? 

3.  The cybersecurity industry has millions of unfilled jobs. What do you think is the most effective way to 
attract new people to the field — higher salaries, better training programs, or something else? 

4.  The article mentions that state-sponsored cyberattacks are increasingly common but difficult to 
attribute. Do you think countries should publicly name governments they believe are responsible? What 
are the risks of doing so? 

5.  Stuxnet caused physical damage to machinery without a single weapon being fired. Does this change 
how you think about the definition of warfare? Should cyber operations be governed by the same rules 
as military conflict? 

 




