Global English News
Cybersecurity: The War You Can't See

In an era defined by digital connectivity, cyber warfare has emerged as one of the most consequential
security challenges of the twenty-first century. Unlike conventional armed conflict, this domain of hostility
has no visible battlefield — no troops, no tanks, no clearly demarcated front lines. Instead, threat actors
ranging from nation-states to organized criminal networks infiltrate the systems that underpin modern
life: power grids, financial networks, hospital records, and government databases. The capacity to disrupt
a nation's critical infrastructure without firing a single physical shot has fundamentally altered the
calculus of sovereignty and national security. What began as isolated incidents of espionage — the
quiet theft of classified communications — has evolved into a full-spectrum conflict waged across fiber-
optic cables and cloud servers. The stakes are particularly high because the nature of this conflict is
inherently asymmetric: a small team of skilled operatives can inflict damage far exceeding their size and
resources.

The technical methods employed by attackers have grown in both sophistication and variety. Malware
— software designed to damage, disrupt, or gain unauthorized access to a system — now exists in
hundreds of thousands of variants, each engineered to evade detection. Attackers routinely exploit
unpatched weaknesses in widely used software, often lying dormant for months before activating.
Phishing campaigns, which deceive users into surrendering login details or clicking malicious links,
remain among the most effective entry points, accounting for a substantial proportion of corporate
breaches. Among the most dangerous discoveries an organization can face is a zero-day vulnerability:
a flaw in software unknown to its developers and therefore undefended. While encryption protects data
in transit, it provides no shield once an attacker is already inside a network. Ransomware attacks, which
lock victims out of their own systems until a payment is made, have paralyzed hospitals, municipal
governments, and multinational corporations, exposing the true cost of a successful breach.

A defining and deeply troubling characteristic of modern cyberattacks is the difficulty of attribution —
establishing, with legally defensible certainty, who is responsible. Nation-states routinely exploit this
ambiguity by routing operations through proxy networks: criminal gangs, hacktivists, and mercenary
hacking groups that provide a layer of deniability. This structure has transformed cybersecurity into a
deeply geopolitical problem, with attacks frequently serving as instruments of statecraft rather than mere
criminality. The covert intrusion into electoral infrastructure, intellectual property theft from defense
contractors, and the deliberate sabotage of industrial control systems all illustrate the degree to which
digital capabilities have become embedded in strategic competition. Diplomatic responses — such as
sanctions against named individuals or entities — have proved difficult to enforce and rarely deter further
action. The threat of retaliation in kind exists, but the precedent-setting implications of offensive cyber
operations make governments cautious about escalation.

The private sector bears a disproportionate share of cybersecurity risk, a reality that has forced a
fundamental rethinking of corporate risk management. Modern enterprises are deeply exposed through
the supply chain: third-party vendors who provide software, hardware, or managed services can serve
as entry points if their own security practices are inadequate. High-profile intrusions have demonstrated
that even well-resourced organizations can be compromised through a trusted partner's weak link.
Regulatory pressure has intensified, with compliance frameworks such as the EU's General Data
Protection Regulation and the US Cybersecurity Maturity Model Certification demanding demonstrable
security standards. Organizations are now expected to perform due diligence on every supplier and
service provider, elevating vendor risk to the boardroom level. Questions of liability — who is legally
responsible when a vendor's lapse causes a data breach — remain contentious and are actively
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reshaping contract law. Failing to address a known vulnerability is increasingly treated not merely as
negligence, but as a fiduciary failure.

Governments worldwide have responded to the escalating threat environment by developing dedicated
cybersecurity frameworks that set baseline standards for both public and private entities. The shift
toward mandatory incident reporting requirements reflects growing recognition that voluntary
information-sharing is insufficient: authorities need timely disclosure of breaches to coordinate
responses and track adversarial patterns. Policymakers have also turned to deterrence as a strategic
concept, drawing on Cold War nuclear doctrine and adapting it to the digital domain — though its
effectiveness remains debated, given attribution difficulties. International cooperation is complicated by
the absence of agreed-upon norms and by the lack of interoperability between national cyber defense
architectures. Meanwhile, the proliferation of offensive cyber tools, some developed by government
agencies and subsequently leaked or stolen, has placed sophisticated attack capabilities in the hands of
non-state actors. Jurisdiction over cybercrime presents a further challenge: attacks frequently originate
in one country, transit through several others, and strike targets in a third.

Beyond technical vulnerabilities, social engineering — the manipulation of human behavior to bypass
security controls — remains the most reliably effective attack vector available to adversaries. Attackers
invest considerable effort in researching targets before making contact, using publicly available
information to craft convincing pretexts that persuade individuals to surrender a credential or grant
access. The widespread adoption of multifactor authentication has raised the cost of credential theft
considerably, yet implementation remains uneven across industries. The risk posed by the insider threat
— a disgruntled employee, a contractor with excessive access privileges, or an individual who has been
covertly recruited — is particularly difficult to mitigate through technical means alone. Organizational
negligence, such as failing to apply security patches or training staff inadequately, provides fertile ground
for adversarial exploitation. Ultimately, even the most sophisticated technical defenses can be
circumvented when an end-user is deceived, coerced, or simply careless — a fact that attackers never
overlook.

The future of cybersecurity will be shaped by two converging forces of extraordinary power. Artificial
intelligence is already transforming both sides of the conflict: defenders use it to detect anomalous
behavior at machine speed, while attackers deploy it to generate more convincing phishing content and
adapt malware in real time. The arrival of quantum computing at scale threatens to render current
cryptographic standards obsolete, potentially exposing decades of encrypted communications
simultaneously. Building resilience — the capacity of systems to absorb disruption and recover rapidly
— has become as important as prevention. Security architectures must be adaptive, designed with the
assumption that breaches will occur and that containment matters as much as exclusion. Deploying
effective countermeasures against an evolving threat requires sustained investment and organizational
commitment, rather than periodic fixes. Practitioners speak of cyber hygiene — the routine practices
that reduce attack surfaces — as the foundation upon which all advanced defenses rest. This dynamic
shows every sign of becoming a permanent arms race.

Beyond the Headlines

The global cybercrime economy has grown so vast that analysts now compare it to a Fortune 500
industry. The proceeds of illicit digital activity are estimated to exceed the revenues of many national
economies, with some projections placing annual losses above five trillion dollars. Much of this commerce
takes place on the dark web: an encrypted, anonymized layer of the internet inaccessible to standard
browsers, where stolen data and hacking tools are bought and sold like commaodities. Cybercriminals
have learned to monetize their activities with remarkable efficiency — a stolen credit card number may
change hands multiple times before being used. The preferred instrument of extortion is rarely cash
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today; cryptocurrency, with its pseudonymous transaction ledger, has become the currency of choice,
making payments difficult to trace. This sprawling underground economy operates with its own market
dynamics, customer reviews, and even refund policies — a dark mirror of the legitimate digital
marketplace it parasitizes.
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Vocabulary

Paragraph 1

cyber warfare (n.

phrase)

(n. phrase) The use of digital attacks by one state or group against another to
cause damage, disruption, or the theft of information. “Experts warn that
cyber warfare poses risks as serious as conventional military conflict.”

threat actor (n.
phrase)

(n. phrase) An individual, group, or organization responsible for carrying out a
cyberattack or digital intrusion. “The investigation identified the threat actor
as a group linked to a foreign intelligence service.”

infiltrate (v.)

(v.) To enter a system, organization, or location secretly and without
authorization. “Hackers managed to infiltrate the government network
without triggering any alarms.”

critical

infrastructure (n.

phrase)

(n. phrase) The essential systems and assets — such as power grids, water
supplies, and financial networks — whose disruption would severely affect
public welfare or national security. “A successful attack on critical
infrastructure could disable an entire city within hours.”

sovereignty (n.)

(n.) The full authority and independence of a state to govern itself and control
what happens within its borders. “Cyberattacks on government systems raise
urgent questions about digital sovereignty.”

espionage (n.)

(n.) The practice of gathering secret or confidential information from another
government, organization, or individual without their knowledge. “Industrial
espionage has cost technology companies billions of dollars in stolen
intellectual property.”

asymmetric (adj.)

(adj.) Describing a situation where two sides have very unequal resources or
capabilities, yet the weaker side can still cause significant harm. “The confilict
was asymmetric: a handful of hackers caused damage that required
thousands of people to repair.”

Paragraph 2

malware (n.)

(n.) Software specifically designed to disrupt, damage, or gain unauthorized
access to a computer system. “The malware had been installed months
before it was discovered, silently recording keystrokes the entire time.”

exploit (v.)

(v.) To take advantage of a weakness or flaw in a system in order to gain
unauthorized access or cause damage. “Attackers were able to exploit an
unpatched flaw in the company's server software.”

phishing (n.)

(n.) A deceptive technique in which an attacker poses as a trustworthy entity
— typically via email — to trick users into revealing sensitive information. “The
phishing email was so convincing that even experienced staff members
clicked the malicious link.”

zero-day
vulnerability (n.
phrase)

(n. phrase) A security flaw in software that is unknown to its developer and for
which no protective patch yet exists, making it especially dangerous.
‘Researchers discovered a zero-day vulnerability in the operating system
that had been quietly exploited for over a year.”

encryption (n.)

(n.) The process of converting data into a coded form so that only authorized
parties with the correct key can read it. “End-to-end encryption ensures that
only the sender and recipient can access the content of a message.”




ransomware (n.)

(n.) A form of malicious software that locks users out of their own files or
systems until a ransom is paid to the attacker. “The ransomware attack
forced the hospital to cancel hundreds of appointments while IT staff worked
to restore access.”

breach (n.)

(n.) An unauthorized entry into a computer system or network, typically
resulting in the theft or exposure of sensitive data. “The breach went
undetected for several months, during which time millions of customer records
were compromised.”

Paragraph 3

attribution (n.)

(n.) The process of identifying the individual, group, or nation responsible for
a cyberattack, often a complex and contested undertaking. “Attribution in
cybersecurity is rarely straightforward, as attackers routinely disguise their
origins.”

proxy (n.)

(n.) A person, group, or technical intermediary used to carry out actions on
behalf of another party, particularly to conceal the true source. “The
government routed the attack through a criminal proxy to avoid direct
responsibility.”

deniability (n.)

(n.) The ability of a party to credibly claim they had no involvement in an action,
typically because evidence is indirect or ambiguous. “Using third-party
hackers gave the state plausible deniability when the attack was discovered.”

geopolitical (adj.)

(adj.) Relating to how geography, power, and international relations interact
to shape political events and strategies. “The cyberattack had clear
geopolitical motivations, targeting ministries in the months before an
election.”

covert (adj.)

(adj.) Carried out in secret, without public acknowledgment or visible
attribution to a specific party. “The covert operation was designed to look like
a technical failure rather than a deliberate attack.”

sanctions (n.)

(n.) Official penalties — such as trade restrictions, asset freezes, or travel
bans — imposed by one country or international body on another in response
to unacceptable behavior. “The government announced targeted sanctions
against individuals named in the intelligence report on the cyberattack.”

retaliation (n.)

(n.) An action taken in response to a harmful act, intended to punish or deter
the original aggressor. “Officials debated whether retaliation in the digital
domain would deter future attacks or escalate the conflict.”

Paragraph 4

supply chain (n.
phrase)

(n. phrase) The network of suppliers, vendors, and service providers involved
in producing and delivering a product or service, each of which represents a
potential security exposure. “Attackers compromised the software supply
chain by inserting malicious code into a routine update.”

vendor (n.)

(n.) A company or individual that supplies goods or services to another
organization, often with access to internal systems or data. “A vendor with
insufficient security controls was the entry point for one of the largest data
thefts in history.”




compliance (n.)

(n.) Adherence to laws, regulations, or standards — in cybersecurity, typically
referring to meeting requirements set by regulatory authorities. “Compliance
with the new data protection regulation required companies to document every
system that stored personal information.”

due diligence (n.
phrase)

(n. phrase) A thorough and careful investigation or assessment carried out
before entering a business relationship or making a decision, particularly to
identify risks. “The acquisition failed because the buyer had not performed
adequate due diligence on the target company's cybersecurity posture.”

liability (n.)

(n.) Legal responsibility for harm or loss, particularly the obligation to
compensate affected parties following a failure. “Determining liability after a
multi-party breach proved enormously complex for both regulators and
insurers.”

data breach (n.
phrase)

(n. phrase) A security incident in which sensitive, protected, or confidential
information is accessed, disclosed, or stolen without authorization. “The data
breach exposed the personal records of over forty million customers,
triggering multiple regulatory investigations.”

vulnerability (n.)

(n.) A weakness or flaw in a system, process, or organization that can be
exploited by an attacker to gain unauthorized access or cause harm. “Security
auditors identified a critical vulnerability in the payment system that had
existed for three years without being addressed.”

Paragraph 5

cybersecurity
framework (n.
phrase)

(n. phrase) A structured set of standards, guidelines, and best practices
designed to help organizations manage and reduce cybersecurity risks.
“Adopting a recognized cybersecurity framework helped the agency identify
gaps it had previously overlooked.”

mandatory (adj.)

(adj.) Required by law or regulation; not optional. “Under the new rules,
mandatory reporting of breaches must occur within seventy-two hours of
discovery.”

disclosure (n.)

(n.) The act of making information known, particularly the formal notification
of a security incident to regulators, affected parties, or the public. “Prompt
disclosure of the breach allowed customers to change their passwords
before significant damage occurred.”

deterrence (n.)

(n.) A strategy aimed at discouraging an adversary from taking harmful action
by ensuring the consequences would outweigh the benefits. “Whether
deterrence works in the cyber domain remains a hotly debated question
among security strategists.”

interoperability (n.)

(n.) The ability of different systems, organizations, or technologies to work
together and share information effectively. “Poor interoperability between
national cyber agencies slowed the coordinated response to the transnational
attack.”

proliferation (n.)

(n.) A rapid and widespread increase in the number or spread of something,
especially dangerous technologies or weapons. “The proliferation of
commercial hacking tools has made sophisticated attacks accessible to
groups with limited technical expertise.”

jurisdiction (n.)

(n.) The official authority or legal power of a court, government, or regulatory
body over a particular geographic area or category of cases. “Prosecutors




struggled with jurisdiction when the suspects were located in three different
countries with no extradition treaties.”

Paragraph 6

social engineering
(n. phrase)

(n. phrase) The psychological manipulation of people into performing actions
or revealing confidential information, typically as a step in a cyberattack. “The
breach began not with sophisticated code but with a social engineering call
impersonating the IT helpdesk.”

credential (n.)

(n.) A username, password, or other authentication data that grants access to
a system or account. “Once attackers had obtained a single valid credential,
they moved laterally through the network with ease.”

multifactor
authentication (n.
phrase)

(n. phrase) A security method that requires users to verify their identity using
two or more independent forms of evidence before gaining access to a
system. “Enabling multifactor authentication across all accounts
significantly reduced the risk of unauthorized access.”

insider threat (n.
phrase)

(n. phrase) A security risk that originates from within an organization —
typically a current or former employee, contractor, or partner with access to
internal systems. “The investigation concluded that the data leak was caused
by an insider threat rather than an external attacker.”

negligence (n.)

(n.) Failure to take adequate care or precaution, particularly when a duty to do
so exists and the failure results in harm. “The court ruled that the company's
negligence in applying available security patches made it liable for customer
losses.”

adversarial (adj.)

(adj.) Involving or characterized by opposition or hostility, particularly in the
context of an attacker actively working against a target. “Adversarial testing
revealed several weaknesses that standard security scans had entirely
missed.”

end-user (n.)

(n.) The person who ultimately uses a piece of software or technology, as
distinct from those who develop or administer it. “Security training programs
are only effective when they reach every end-user, including those with
limited technical knowledge.”

Paragraph 7

artificial intelligence
(n. phrase)

(n. phrase) The simulation of human intelligence processes — such as
learning, reasoning, and pattern recognition — by computer systems.
“Artificial intelligence now enables security systems to detect intrusions in
milliseconds rather than hours.”

quantum computing
(n. phrase)

(n. phrase) A form of computation that uses quantum mechanical phenomena
to process information in ways that classical computers cannot, with the
potential to solve certain problems vastly faster. “The arrival of quantum
computing at scale could make current encryption methods effectively
obsolete overnight.”

resilience (n.)

(n.) The capacity of a system or organization to withstand disruption and
recover effectively following a failure or attack. “Investing in resilience means
preparing for the likelihood of a breach, not merely trying to prevent one.”




adaptive (adj.)

(adj.) Designed or able to adjust automatically to changing conditions or
circumstances in order to remain effective. “An adaptive security architecture
responds to new threats in real time rather than relying on fixed rules.”

countermeasure (n.)

(n.) An action or technology specifically deployed to neutralize, detect, or
prevent an attack or threat. “The security team deployed new
countermeasures within hours of learning about the novel attack technique.”

cyber hygiene (n.
phrase)

(n. phrase) The set of routine practices and habits — such as updating
software, using strong passwords, and backing up data — that maintain the
security of digital systems. “Poor cyber hygiene, rather than sophisticated
hacking, was responsible for the majority of breaches analyzed in the report.”

arms race (n.
phrase)

(n. phrase) A competitive escalation in which two or more parties continuously
develop more powerful capabilities in response to each other, with no clear
endpoint. “Cybersecurity professionals describe their field as an arms race
in which attackers and defenders constantly adapt to outpace one another.”

Beyond the Headlines

illicit (adj.)

(adj.) Forbidden by law, rules, or accepted standards; illegal or improper.
“Law enforcement agencies collaborate internationally to track illicit proceeds
flowing through digital payment systems.”

dark web (n. phrase)

(n. phrase) The encrypted, anonymous part of the internet that is not indexed
by standard search engines and is accessible only through specialized
software, often used for illegal activity. “Investigators found the stolen data
listed for sale on a dark web marketplace within days of the breach.”

monetize (v.)

(v.) To convert something into a source of income or profit, particularly through
digital or commercial means. “Cybercriminals monetize stolen data quickly,
selling it in bulk before banks and users can respond.”

cybercriminal (n.)

(n.) A person who commits crimes using computers or digital networks,
typically for financial gain. “The cybercriminal operated from multiple
countries to make arrest and extradition more difficult.”

extortion (n.)

(n.) The practice of obtaining something — typically money — through threats,
coercion, or the exploitation of power over a victim. “Digital extortion has
become one of the most profitable criminal enterprises of the modern era.”

cryptocurrency (n.)

(n.) A digital or virtual form of currency that uses cryptography for security and
operates on a decentralized network, making transactions difficult to trace or
reverse. “Ransomware attackers almost always demand payment in
cryptocurrency to avoid detection by financial authorities.”

underground
economy (n. phrase)

(n. phrase) An illegal or informal economic system that operates outside
official channels, often involving black markets, criminal networks, and
untaxed transactions. “The underground economy for stolen data has
grown so organized that some vendors offer warranties and customer
support.”




Language Review

Exercise A — Collocations

Match each item in Column A with the word or phrase in Column B that forms a natural collocation
from the article. Write the correct letter next to each number.

Column A Column B

1. cyber a. deniability

2. zero-day b. chain

3. supply C. engineering
4. social d. authentication
5. plausible e. vulnerability
6. critical f. hygiene

7. multifactor g. economy

8. underground h. infrastructure

Exercise B — Vocabulary Quiz

Choose the best answer (a, b, ¢, or d) for each question. Some questions may have more than one
correct answer — select all that apply.

1. Which term best describes a weakness in software that its own developers do not yet know about?
a. malware
b. zero-day vulnerability
c. breach
d. ransomware

2. A government directs hackers who appear to be independent criminals. This is an example of using
a .
proxy

vendor
countermeasure
credential

a0 oo

3. Which of the following best explains why cyberattacks are described as "asymmetric"?
a. They always involve encryption.
b. They are carried out in secret.
c. A small attacker can cause damage far exceeding their resources.
d. They target only financial institutions.

4. An employee is tricked into revealing their login details by someone pretending to be from the IT
department. This is an example of

d. ransomware
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b. social engineering
c. attribution
d. cyber hygiene

5. Why is attribution particularly difficult in cybersecurity?
a. Encryption prevents all forms of investigation.
b. Attacks always originate in the same country as the target.
c. Attackers use proxy networks and technical methods to conceal their identity.
d. Governments do not share intelligence about attacks.

6. Which word describes the strategy of discouraging an adversary from acting by making the
consequences unacceptable?

a. resilience

b. interoperability
c. deterrence

d. proliferation

7. A company is attacked through a security flaw in software supplied by one of its partners. Which
concept does this most directly illustrate?

a. insider threat

b. phishing

c. supply chain vulnerability
d. deniability

8. Which of the following are examples of good cyber hygiene? Select all that apply.
a. Applying software updates promptly
b. Paying ransomware demands quickly
c. Using strong, unique passwords
d. Enabling multifactor authentication

Exercise C — Discussion Questions

Discuss the following questions with a partner or in a small group. Use evidence from the article to
support your ideas.

1. The article describes cybersecurity as an "arms race." To what extent do you believe this framing is
accurate, and what are the implications of a conflict with no clear endpoint or winner?

2. Governments frequently struggle to attribute cyberattacks with certainty. How should states respond
to attacks when definitive proof of the perpetrator is unavailable? What are the risks of acting — and of
not acting?

3. The private sector is described as bearing "a disproportionate share of cybersecurity risk." Do you
think companies should bear this burden alone, or does the state have a greater responsibility to protect
critical private systems? Justify your position.

4. Human behavior — through social engineering, negligence, and insider threats — is identified as the
most reliable attack vector. What does this suggest about the limits of technical solutions, and how should
organizations change their approach to security culture?
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5. The underground economy for cybercrime has reportedly exceeded five trillion dollars annually. What
does the scale of this economy reveal about the effectiveness of current law enforcement and regulatory
responses? What additional measures might be warranted?
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